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He.]II/I U 3372491 OCBOeHHUs AucuuILIMHbI «I[locTkBaHTOBas1 KpnnTorpa(me H OCHOBBI

COBpPEeMEHHBIX METOI0B KPpUNTOrpagumn»

- llenpto  aucuumauHbl  sBAsieTcS  (HOPMUPOBAHUE

y

TCOPCTUUCCKUX 3HAaHUU U IMPAKTHYCCKNX HABBIKOB, H€O6XOI[I/IMI>IX JJIA:

CTyJICHTOB

- TOHUMAaHUS OCHOB COBPEMEHHBIX KPUNTOTPapUUECKUX alrOPUTMOB U
IIPOTOKOJIOB, BKJIKOYAsl CHMMETPUYHBIE W ACUMMETPUYHBIC METOJBI 3aLUThI
uHdopMamy;

- WU3YYEHHsS YIpO3, BO3HUKAIOIIUX B CBSI3M C pPa3BUTUEM KBAHTOBBIX
BBIUMCJICHUM, 1 OCBOEHUS MPUHIUIIOB TOCTKBAHTOBOM KpUIITOrpapuu KaK OJHOIO
Y3 HaIpaBJIECHUN NPOTUBOACHUCTBUS JaHHBIM yIpO3aM;

- a”anM3a, BbIOOpAa W NPUMEHEHUs KPUNTOIPAQUUECKUX PpEIIECHUN B
MHPOPMAIIMOHHBIX CHCTEMaxX € YY4€TOM MX YCTOMYMBOCTUM K MOTEHLHMAJIbHBIM
KBaHTOBBIM aTaKaMm;

- NPAKTUYECKOTO  IPUMEHEHHsS  COBPEMEHHBIX M ITOCTKBAHTOBBIX
KpUNTOrpauuecKux aaropuTMoB B 3ajJayax oOecredeHus: KOH(UIECHIIMATbHOCTH,

OEJIOCTHOCTH U IMOAJIMHHOCTH JaHHBIX

- OCBOCHUHA [Ioaxoa0B K IIPOCKTUPOBAHHUIO u BHCAPCHHIO
Kpunrorpaguueckux MeXaHu3mMoB B peanbHbix WT-uHdpacTpykrypax u
IMPOTOKOJIax CBA3H.

O0600menHbIe TPyI0BBIE GyHKINH Tpynosbie pyHKuuM
- Koamnu
Kon HaumenoBanne Ypose HaumenoBanne| Kox |YposeHb
- HaUMEHOBA Hb KBAJIN (noaypos|
HHUe uxan uu €Hb)
npodeccroH KB
aJIbHO I'0 Kaluu
- cTaHjapra
06.026 CucremHsIi D |O6cnyxuBanue  cep- 6 Beimonaenne pabor mo| D/01.6 6
AIMHUHUCTPATOP UH- BCPHBIX ornepanuon- BBIABJICHUIO u
(hopMaLrOHHO- KOM- HBIX CUCTEM YCTpaHEHUIO
MYHUKAIITUOHHBIX CHC- I/IH(bOpMaI_II/IOHHO' HETUITNYHBIX HWHIOU-
TeM KOMMYHHUKAITMOHHOM JICHTOB, BO3HHUKAIOIIMX B
CHCTEMBI cepsep- HBIX
OIIEpaIIOHHBIX CUCTEMAX
WHPOPMAITUOHHO-
KOMMYHUKAIMOHHOM
CHCTEMBI
IMpoBenenne ananuza u D/02.6 6
olpejielie- HUe OCHOBHBIX
MIPUYHH CJIOKHBIX
mpobaeM, BO3HUKAIOIINX
Ha  cepBepax U B
CEpPBEPHBIX
OIEepaIIOHHBIX CUCTEMAX




Brmonnenue
[JIAHUPOBAHUS pe-
3epBHOTO
KOITMPOBAHUS,

apXuBH- pPOBaHUA U
BOCCTAHOBJICHUS KOH-
(urypanuu cepBepoB U
CEPBEPHBIX
OTICPAIIMOHHBIX CHCTEM

D/03.6

IInanuposanue
U3MEHEHUH Ta-paMeTpoB
paboTbl  cepBepoB  H
CEpBEPHBIX
OIlEpPaIIOHHBIX CUCTEM

D/04.6

BeimosHeHe 00HOBIICHHS]
MIPOrPaMMHOTO
oOecrieueHus cep-

BEPHBIX  OIECPAIMOHHBIX|
CHCTEM

D/05.6

IIporno3zupoBanue
BIUSHUS  BHEIIHUX H
BHYTPEHHUX BO3JCHCTBUI
Ha TOBEJCHUE CEPBEPHBIX|
OINEepaIIOHHBIX CHCTEM

D/06.6

IIporno3zupoBanue
MMOTPEOHOCTH B
M3MEHEHUHN 00BEMOB
HEOOXOJMMBIX PECYPCOB
TSt obecrieueHns oOecrie-
peboiiHoM paboTsI
CEpBEPOB U CEPBEPHBIX
OMNEPAIMOHHBLIX CUCTEM

D/07.6

[InanupoBanue u
npoBesieHHe paboT 1o
pactpeaeneHHIo
Harpy3Ku MEXITY|
UMCIOITUMHUCS
pecypcamu, CHSTHIO
Harpy3kd Ha CepBephl |
CepBEpHbBIE
oTepaIioHHbIe CHUCTEMBI
nepen MpOBEICHIEM
periiaMeHTHBIX

pabor,

BOCCTAHOBJICHHUIO
LITATHOU CXEMBI
paboThl B cirydae cO0eB

D/08.6

OnpenenexHue
MOTpeOHOCTE B MPH-
obpereHnn
CIICIUAaJIM3UPOBAHHBIX
CPEICTB  KOHTpOJI W]
TECTUPOBAHMUS CEPBEPOB U]
CEpPBEPHBIX

OMNCPalIMOHHBIX CUCTCM

D/09.6




MecT0 yueOHOM TUCHMILIMHBI B CTPYKTYpP€e OCHOBHOM NMPOodecCHoHAIBLHOM
0o0pa3oBaTeIbHOI MPOrPaAMMBbI

Hucunmvbaa «IlocTkBaHTOBasi KpUunrorpagus 1 OCHOBbI COBPEMEHHbIX
METO/I0B KPUNTOrPaduu» OTHOCUTCS K MPOGECCUOHANBHOMY LIMKITY JTUCIMILIVH,
ABJISIETCS] TUCLMIUIMHOM 110 BBIOODY.

Jlnst ocBOEHUS JTaHHOW AMCIUIUIMHBI HEOOXOAWMBI 3HAHUS, YMEHUS H
KOMIIETEHLIMM,  MOJIy4YeHHbIE  OOyYalolMMHUCA NpU  HM3y4YEHHH  KYpCOB
«Maremarnueckas JOrukay, «JluckperHas MaremaTuka», « Teopus aaropuTMoBy,
«Mudpopmanrionnas Oe3omnacHocThy, «lIporpammupoBanue», «OnepaloHHbIC
CUCTEMBI.

JucuunnuHa oOecnedynBaeT TEOPETUYECKYI0 M NPUKIAIHYI0 0a3y s
MOCJEIYIOUIEr0  M3Y4YeHUs  CHEUUaJIM3UpPOBAaHHBIX  KypcoB B 00OJacTu
Kpunrorpaguueckod 3amuThl  MHQOpMAUUMM M MOCTPOEHUs Oe30macHBIX
UH(OPMAITMOHHBIX CUCTEM.

B pe3yabTarte 0CBOCHMS IMCUMILUINHBI 00y4AIOIINICH TOJIZKEeH:

3HaTh:

o TMPHUHIUIIBI  TIOCTPOCHHUS  COBPEMEHHBIX  KPUNTOTrpadUuecKux
QJITOPUTMOB U MPOTOKOJOB (CUMMETPUYHBIX, ACHMMETPUYHBIX, XEII-
GbyHKIMNA, TPOTOKOJIOB pacmpeneieHuss Kioued u  1udpoBon
MOAMUCH);

e MAaTEMaTHYECKHE OCHOBBI KpuINTOTpaduu, BKIHOYAS TEOPUIO UUCEI,
anredpandecKkre CTPYKTypbl U KOMOMHATOPHUKY;

e YIPO3bl, BOBHUKAIOIIME B CBSI3U C Pa3BUTUEM KBAHTOBBIX BbIUUCICHUN
(anroputMmel opa u I'poBepa);

¢ KJIACCU(PUKALMIO U 0OCOOEHHOCTH MOCTKBAHTOBBIX KPUIITOTpahUUECKUX
aNropuTMOB (peméTku, xeui-Kkpunrorpadus, MyJIbTUBApUAHTHBIE U
KOJIOBBIE METO/IbI);

e HOpPMAaTHBHbIE M  MEXIyHapoAHblE  CTaHIapThl B  00JacTu

Kpunrorpaduueckon 3amuTbl HHGHOPMAIIHH.



YMmerTh:

aHAIIM3UPOBATh CTOWKOCTh KPHUNTOTPAUUYECKUX PEHICHHH C y4ETOM
KBAaHTOBOM MOJIEJIA ATAKYIOUIETO;

NPUMEHSATH KPpUNTOTpadhUIECKUE aITOPUTMBI B TUTTOBBIX 3a/1a4ax 3aIUThI
uHpopmaruu (KOHPUACHITUATHHOCTD, ayTCHTU(UKAIIHS, [IETOCTHOCTD);
pa3pabaTbiBaTh M PEATM30BBIBATH KPHUNTOTPAUIECCKUE MPOTOKOJBI C
UCTIOJIb30BaHUEM COBPEMEHHBIX M MIOCTKBAHTOBBIX AITOPUTMOB;
UCIIOJIb30BaTh MPOTpaMMHbBIE OMOJIMOTEKU U CPEACTBA Ui peaau3aluu
Kpunrorpadguueckux penieHuii B mporpaMMHbiX mnpoaykrax u HWT-
CUCTEMaX;

OIICHHBATh YSI3BUMOCTH KPUNITOTPAhUUECKUX MEXAHU3MOB U TpeJiaraTh

MCPBI 110 UX YCTPAHCHHUIO.

Baanern:

o TMPAaKTHUYECKUMHU HaBbIKaMH pabOThl C KpUNTOrpaduyecKuMu
oubnuorexamu (Hanpumep, OpenSSL, libsodium, NIST PQC API);

e METOJAaMHU TOCTPOCHHS 3aMUIIEHHBIX KOMMYHHUKAIIMOHHBIX KaHAJIOB
Ha 6a3e kpunrorpaduu;

e CpEACTBAMHU BHEIPCHUS KPUNTOTPAPUICCKOM 3aIUTHI B ApXUTEKTYPY
UH()OPMAITMOHHBIX CUCTEM;

e HaBBIKAMHU TMPUMEHEHHUS TOCTKBAHTOBBIX AJITOPUTMOB B YCIOBHSIX
MPaKTUYECKUX OTPAaHUYCHHH (TTPOU3BOIUTEILHOCTh, COBMECTHMOCTb,

MacIITabUpPyeMOCTh).

IIpouecc u3ydyeHusi AUCHUNIMHBI HanpaBJieH Ha  (opmupoBaHue

CJIeYIOLIMX KOMIIeTCHINH:



MK-7. CnocodeH K KOMMYHHKAIMN U KOOMEPAIUH B
uu(ppoBoii cpese, HCIOJIb30BAHNIO PAZJIHYHBIX
HHU(PPOBBIX CPEACTB, MO3BOJSIOUIUX BO
B3aUMO/IE€HCTBUM C IPYTUMH JIOAbMH JOCTUTATH
NMOCTABJEHHBIX LeJIei

IIK-7.1 3HaTh: OCHOBHbIE
XapPaAKTEePUCTUKH KOMMYHUKAIMOHHBIX
npoueccoB B HuGpoBoii cpeae, BKIKYAS
rjodajbHble HH(POPMANIMOHHO-
KOMMYHHKAIHOHHBIE CETH.

IIK-7.2 YmeTb: BBIOHpATH H
HCIO0JIL30BATH cpeAcTBa HU(pPoBoOii
KOMMYHHMKAIIMU UCXOS U3 peliaeMbIxX
3aaay.

IIK-7.3 UMeeT HABBIKH: OCYIIECTBJSTH
JIeJIOBBIX H MEKJINYHOCTHBIX
KOMMYHMKaluii B uugposoii cpeae, B TOoM
YHcJIe C HCIO0JIb30BAHHEM

HHTEPHET TeXHOJIOT Ui

YK-3.

Cnocooen OCYLIECTB- JSITh CONMAJIBHOE
B3aUMOeHCTBHE

U peaIn30BbIBATH CBOI0 POJIb B KOMaH]Ie.

YK-3.1.

3HATh: OCHOBHBIE IPHEMbI M HOPMBI
COLMAJIBHOI0 B3aMMOAEHCTBHSA; OCHOBHbIE
MOHATHS H MeTOAbI KOH(INKTOJI0T HH,
TEXHOJOTMH MEKINYHOCTHOM 1
rpynnoBoii KOMMYHUKAIUH B /IEJIOBOM
B3aHMOJAEHCTBHH.

YK-3.2.

YMeTh: yCcTaHABJIUBATH U NMOIEPKUBATH
KOHTAKThI, 00ecrevyuBalolue yCIemHY0
padoTy B KOJIJIEKTHBE; IPUMEHSATH
OCHOBHBbIE METOJbI U HOPMbI COHATBLHOTO
B3aMMO/IelCTBHA AJs peanu3aluu cBoei
POJIM U B3aMMO/IEHCTBUSI BHYTPH
KOMAaH/IbI.

YK-3.3.

Baagers: npocreiiliumMu MeTOAAMH U
npHeMaM# CONHAJIBHOTO B3aHMOAEHCTBUS
U padoThI B KOMaH/e.




CTpykTypa u coepkaHue TUCHUILINHBI

ITocTkBaHTOBass KPUNTOrPa(pus U OCHOBbI COBPEMEHHBIX METOA0B KpUNTorpaguu

Crpykrypa auciuruinHbel (Moaysisi) OOmas TpyI0eMKOCTh AUCIUTIIUHBI

cocTaBideT 3 3a4eTHBIX eauHull, 108 Jacos.

Bcero

IMopsiaikoBbBII HOMEP

ceMecTpa

OO6m1as Tpy10€MKOCTh IUCHMUILIUHBI, B TOM

YUCJIC:

108

KypcoBoii npoekT (pabota)

Ay,I[I/ITOpHLIe 3aHATHA BCCTO

B ToM uncie:

Jlexmn

16

HpaKTI/I‘-IeCKI/Ie 3aHATHUSA, CCMUHAPbL

JlaGopaTopHblie pabOThI

16

CamocrosTenbHas pa60Ta

76

By uTOroBou arrecTalyu:

3auer/mudd.3auer

K.C.P.

DK3aMeH

OO6m1ast Tpy10€MKOCTb TUCIUTLTUHBI

108




HammeHnoBanue pasacsioB 1 TEM AUCHUILIMHBI U paCIIpCACIICHUC y‘-IC6HI:IX qacCcoB

Jlekuuu |[IlpakTuueckue ([CamocrosiTejbHasI
(v) 3aHaTus (4) padora (4)

NeHammeHOBaHMe pa3/iesioB U TeM

Beenenue B kpunrorpaduro. Ponb
1 |kpunrorpaduu B obecrieueHUN 2 — 4
nH(pOpMaIMOHHOM 0€30MMacHOCTH

MaremMaTuiecKkrue OCHOBBI
COBpPEMEHHOM Kpurrorpapuu
(MonmynpHas apu(MeTHKa, pemETKY,
MHOTOYJICHBI )

CoBpeMeHHbIE KpUNTOrpaduIecKue
METO/Ibl: CHMMETPUYHBIEC U 2 2 8
ACUMMETPUYHBIC aJITOPUTMBI

w

VYTpo3bl KBAaHTOBBIX BBIYHCIICHUH.
Anroputmsl [llopa u ['posepa

= |

OCHOBBI TOCTKBAHTOBOM
kpunrorpaduu. Knaccupukamus u - |2 2 8
OpUHLMIIBI paboTel PQ-anropurmon

ol

Kpunrorpadus Ha ocHOBe peméTok
(NTRU, Kyber, Saber u np.)

Xeni-kpurnrorpadusi, KOJIOBbIC U
MYJIBTUBAPHUAHTHBIE aJITOPUTMBI 2 2 10
(SPHINCS+, Rainbow u 11p.)

IIpuMeHeHne MOCTKBaHTOBOU
8 |xpuntorpaduu B UC: mpoTokossl, |2 2 10
oubmmoteku, cranaaptel NIST PQC

L® |

-~

[TpoexTHas paboTa: aHaIu3 U

9 ||peanmu3zarus KpunTorpapuuecKoit — 2 8
| |[momcucTembl
D‘I/IToro HlG H16 H76

Coaep:xanue y4eOHOM TUCHUIINHBI
Tema 1: Beenenue B kpunrorpaguio u eé¢ pouas B Ub

Conep:xaHue TeMbl:
Hctopusi pa3sBuTust Kpunrorpagum: oT KJIACCHYECKUX METO/10B /10
KBAHTOBBIX YIPo3.
Poab kpunrorpadguu B odecneyeHn KOHGUIEHIMAIBHOCTH, EJTOCTHOCTH H
AYyTEHTUYHOCTHU JAHHbIX.
Knaccunduxkanusa kpunrorpadpuyeckux MeTo10B: CHMMETPUYHbIE,
acCHMMeTpPUYHbIE, XelIl-(PYyHKIUN.

DopMbI 1 METOAbI NPOBEACHUSA 3AHATHM:

Jlekuus ¢ npeseHTamnuei.



OO0cyxkaeHne COBpeMEHHBIX KPUNITOrpagpuuyecKux HHIUAEHTOB.
JlaGoparopnas padora Nel:
O3HakomJieHHe ¢ KpunToOuodamorekoi cryptography (Python). I'enepanus u

muppoBaHUe CHMMETPUYHOI0 KJII0YA.

Tema 2: MaTeMaTH4ecKHe OCHOBBI KpUnrorpaguu
Conep:xanue TeMbl:
ApudMeTHKa 110 MOAYJII0, IPYNIIbI, II0JIS, PELIETKH.
CaokHOCTD 32/1a4: (PAaKTOPHU3ALMS, JMCKPETHBI Jorapugm, OJmKail i
BEKTOP.
Aaropurmsl lllopa u I'poBepa: KBaHTOBbIE YIPO3bI KJIACCHYECKUM
aJIropuT™Mam.
@®opMbI M METOIbI IPOBEACHUSA 3aHATHMA:
Jlekums ¢ 3J1IeMeHTaMi MAaTEMATHY€eCKOr0 MOAeTUHPOBAHUA.
Pemrenue 3aga4 o py4HomMy BbIYHMCJICHHUIO.
JlaGoparopHasi pabGora No2:
Peasuszanus B Python npocrsix onepanuii MOAYJIbHOH apU(PMETHUKH.

Busyaauszauus npumepa ¢ pemiéTkaMu.

Tema 3: CoBpemMeHHbIe KpUNITOrpaguyecKue MeTOAbI
Copnep:xaHue TeMbl:

Cummerpuunbie aaropurmbl: AES, ChaCha20.

Accumerpuunbie anroputmsi: RSA, DSA, ElGamal.

Cranpaaprel u npumenenue (TLS, VPN, PKI).
@®opMbI M METObI IPOBEACHUSA 3aHATHM:

Jlekumsi ¢ pa300pom aJIrOPpUTMOB.

AHaJIu3 KpUnTorpagpuyecKux nmpoToKoJI0B.

JlaGopaTopHnasi padora Ne3:

Peanu3anus mmmuppoBanus/aemudposanus ¢ noMmombo AES u RSA

(oudsmoreka cryptography, pyca).

Tema 4: OcHoBbI NOCTKBaHTOBOM Kpunrorpapumn (PQC)



Conep:xaHnue TeMbl:
BBenenne B mOCTKBAaHTOBYI Kpunrorpagurw. O00cHOBaHHE HE0OXOAUMOCTH.
Kiaccbl NOCTKBAHTOBBIX AJITOPUTMOB: PEelIETOYHbBIE, XelI-KpUunrorpadus,
KO/J0BbI¢, MYJIbTHBAPHAHTHBIE.
00630p koukypca NIST PQC u ¢punanucros.
@®opMbI 1 METOIAbI IPOBEACHUS 3AHATHM:
Jlekuus ¢ npumMepaMu pPOTOKOJIOB.
IIpocmotp u pa3zdop cranaapros NIST.
JlaGopaTopHnasi padora Ne4:
YcranoBka u padora ¢ oubauorexkoi pgcrypto. Ucnosan3oBanue Kyber nis

mudpoBaHus COOOICHUN.

Tema 5: PemiéTku 1 KOAOBBIE AJITOPUTMbI
Conep:xanue TeMbl:
Aaroputmsl Ha ocHoBe pemiéTok: NTRU, Kyber, Saber.
Auaropurmsl Ha ocHoBe koA0B: BIKE, Classic McEliece.
IIpeumymecTBa 1 HEAOCTATKH.
@®opMBbI 1 METOAbI NPOBEICHHUS 3aHATHI:
Jlekumus ¢ pa3doopom cxem.
AHaJIU3 KPUIITOCTOMKOCTH.
JlaGoparopHasi pabora NeS:
CpaBHenue ckopoctu 1 00béMma Kiao4ueil B NTRU u Kyber. TecrupoBanue Ha

NPaKTHYECKUX MpUMepax.

Tema 6: Xem-kpunrorpadgus u HuuppoBbie MOAMUCH
Conep:xaHue TeMbl:

MHuoropa3osbie u oqgHopa3zosbie noanucu. SPHINCS+, Picnic.

Xew-()yHKUMH U CTOMKOCTH K KOJLIA3UAM.

Bueapenue undpoBbIX nognuceil B JT0KyMeHT0000POT.
@®opMbI M METObI IPOBEACHUS 3aHATHM:

Jlekuus ¢ 1eMOHCTPaUeH.

O0cyxneHue KeiicoB (3J1eKTPOHHAA NOANUCH, eIDAS).



JlaGopaTopHasi padora Ne6:
Peanuzanus xemmpoBanusi ¢ noMmombi0 SHA-3 u noanucanme coo0meHus ¢

SPHINCS+ (c momombI0 ogs-python).

Tema 7: [IpumeHeHre MOCTKBAHTOBOM KpUnTorpaguu
Conep:xanue TeMbl:
HNurerpamus PQC B nporokosanl TLS, VPN, SSH.
AHaJIM3 COBMECTUMOCTH ¥ PUCKOB BHEJIPEHHUS.
MexayHapoaHble HHUIUATHBBI U CTAHAAPTHI.
®opMbI 1 METOAbI POBEAEHNS 3AHATHIA:
Jlek1usl ¢ aHAJIM30M NMPAKTUHYECKUX KeliCoB.
Pa6oTa ¢ npoToKoJ1aMu CBSI3H.
JlaGoparopHasi pabGora Ne7:
YcranoBka u ucnojb3oBanue OpenSSL ¢ nogaepxkkoid PQC (OQS OpenSSL).

I'enepanus kiarwueit Kyber u peanuzauust mimgppoBaHHOI0 coeJUHEHMS.

Tema 8: IIpoexkTHasi 1eATEJIBbHOCTD
Copnep:xaHue TeMbl:
Ils1anMpoBaHue MPOEKTA MO PeaJTU3aANUN 3AINNIIEHHOT0 00MEeHA JaHHbIMH.
Hcnoab3oBanue PQ-ajaropurMoB B peajibHbIX 33/1a4aX.
IIpe3eHTanus v 3alIUTA POEKTOB.
@DopMbI M METObI IPOBEACHUA 3aHATHM:
Koncyabranuu u padora B rpynmnax.
AHaJuu3 3a1a4 0€3011aCHOCTH B OPraHU3alusiaX.
JlaGopaTopHnasi padora Ne§:
Pa3paboTka coOCTBEeHHOr0 KpunTorpaguuecKkoro nNpoToKoJa Ha daze

IMOCTKBAHTOBBIX AJIrOPUTMOB. I[OKyMeHTaHI/Iﬂ H 3allUMTa IMPOCKTA.



© N o O

9.

JK3aMeHALMOHHbIE BONIPOCHI 110 AUCHMILINHE
[Tonsitue kpuntorpaduu u e€ posib B o0ecrnedeHny HHHOPMAIMOHHON OE€30MaCHOCTH.
Knaccudukanus kpuntorpauueckux METO0B: CHMMETPUYHBIE, ACUMMETPUYHBIE, XEIlI-
byHKIUH.
CoBpeMeHHbIE YIpO3bl KpUIITOTpapuu: BIUSIHUE KBAHTOBBIX BBIUMCICHUM.
[TpuHLIMI paOOTHI CUMMETPUYHBIX AITOPUTMOB IK(ppoBanus (Ha nmpumepe AES,
ChaCha20).
OcHOBBI acuMMeTpruHOH Kpuntorpaduu: anroputMmel RSA, ElGamal, Diffie-Hellman.
[Ipumenenue xeu-GyHKIK B KpUOTOorpauu: CBOMCTBA U yCTOMYUBOCTD.
MatemaTtuyeckrie OCHOBBI KpUTNITOTpauu: MOAYIbHAs apu(MeTHKa, OIS, PEeIIETKH.
KBanroBeie anroputMmsl [llopa u ['poBepa: ux BnusiHuE Ha O€30MIACHOCTh COBPEMEHHBIX
CUCTEM.

ITocTkBaHTOBAS KpI/IHTOI“pa(bI/IHI Oocian, 3aJa4n U I10XO0AbI.

10.0630p punamctoB konkypca NIST 1o mocTkBaHTOBOM KpUnTorpaduu.

11.PeméTrko-opueHtupoBanHbie anroputMel: Kyber, Saber, NTRU — oco6eHHoCcTH 1

MIPUMEHEHHUE.

12.Kpunrorpadus na ocHoBe ko0B: McEliece, BIKE — mpunnums: paboTsi.

13.MynsruBapuantasie u xem-noanucu: SPHINCS+, Picnic u ux ocob6eHHOCTH.

14 .TIpeumyiiecTBa U HEJOCTATKU TTOCTKBAHTOBBIX aJITOPUTMOB B CPABHEHUU C

KIIACCUYCCKHUMHM.

15.be3omacHOCTh U(PPOBBIX MOAMUCEN B YCIOBUAX KBAHTOBOW yTPO3BI.

16.IIpaktnueckoe npumeHnenune PQ-anropurmos B VPN, TLS, SSH.

17.00630p 6ubaMOTEK M MHCTPYMEHTOB 17151 padoThl ¢ PQC (Hanmpumep, libogs, pqcrypto).

18.0OcHoBBI HcTIONAB30BaHMs PQ-anropuTMoB B MPOTOKOJIAX OOMEHA KITFOUYaMHU.

19.®opmatel 1 00BEMBI KIIFOUEH B MOCTKBAHTOBBIX aIrOpUTMax: MPoOJeMbl COBMECTUMOCTH.

20.ITpuHIHMITBI IEpex0/1a OpraHu3aIil Ha KpunTorpaguio, CTOMKYIO K KBAHTOBBIM aTaKaM.

21.YTpo3bl IpH peanu3aiiyi KPUNTOrpaQUIecKuX alrOPUTMOB: TTOOOYHBIE KaHAIBI, OTUOKH

pealn3aIuy.

22.AyauT ¥ TECTUPOBAHUE KPUNITOTPahUUECKUX MPOTOKOJIOB.

23.2Ttanbl BHeipeHus kpunrorpaduueckoi 3amutbl B UC: OT mpoeKTUpOBaHUS J10

KOHTPOJIA.



24.IIpumep MHTErpauyu NOCTKBAHTOBBIX aJITOPUTMOB B CYLLIECTBYIOILYIO CUCTEMY (KEHCHI).
25.ITpumenenne PQC B 371€KTPOHHBIX NOJIHUCIX U JOKYMEHTO0OOPOTE.

26.1Tpo6meMbl CTaHAAPTU3ANNH U MEKTyHApOAHOU KoopauHanmu B oonactu PQC.

27 Ilpumep aTaku Ha KJIACCUYECKHUI allTOPUTM U YCTOMYHUBOCTh aHAJIOTUYHOTO PQ-perenust.
28.00630p HOBBIX MPOTOKOJIOB U apXUTEKTYP, afanTupoBaHHbix noj PQC.

29.0THyecKue U MpaBOBbIE€ ACIIEKThl BHEAPEHUS HOBBIX KPUITOrpaUUECKUX CTaHJapTOB.
30.IlepciekTHBBI pa3BUTUSL KpUOTOrpaduy B YCIOBHUSIX MAacCOBOTO MOSIBJICHHSI KBAHTOBBIX

BBIYUCJICHU.
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DJIEKTPOHHAS MOIEPKKA TUCHUIIHHbI

[Ipy w3ydeHUW TUCIUIUIMHBI JJII MPOPAOOTKHA BCEX TEM W BBIOTHCHUS
3aJlaHUil TI0O BCEM TeMaM CTYACHTBhl MOTYT HCIOJIb30BaTh pa3ju4Hble Y4EOHO-
METOAMYCCKUE MaTepHaJIbl, Pa3MeNIaeMbIe B AJICKTPOHHOM BHUJIE TPETIOIaBaTEIIIMU
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AJIIEKTPOHHOM 00pa30BaTEIbHON Cpefie, KOTopas MpeArnoaraeT Tak:Ke BO3MOXKHOCTb
obmeHa uwH(opManell ¢ mpenogaBaresieM s MOATOTOBKM 3amaHuil. Jloctym
CTYJIEHTOB K CTyJeHUEeCKOMY (haljIOBOMY CEpBEpY, XPAHUIIHUIILY MOTHOTEKCTOBBIX
MaTepHaJIOB, JJCKTPOHHOW  00pa30BaTENbHONM Cpele  OCYIIECTBIAECTCS C

HUCIIOJIB30BAHUEM C MCITOJIb30BAHUCM YUYCTHBIX 3amnucen CTYACHTOB.
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10.

P®OH/J ONEHOYHBIX CPEACTB

TunoBoi TeCT MPOMEKYTOYHOM aTTECTANMHU

UTo u3 NepeyrcIeHHOT0 OTHOCUTCS K ACHMMETPUYHBIM KPUNTOrpaguiecKuM aJiropuTMam?
a) AES

+ b) RSA

c) SHA-256

d) DES

Kakas kpunrocucreMa OCHOBaHa Ha pellIeHHH 32/1a41 0 AUCKPEeTHOM Jiorapugme?
a) AES

+ b) EIGamal

c) RSA

d) McEliece

Kaxoit u3 cienyromux airopuTMoB siBisieTcst KanauaaTtom B ctanaapTel NIST mo mocTkBaHTOBO#M
kpuntorpagumn?

a) SHA-1

b) RSA

+ ¢) Kyber

d) DES

Anroputm xemuposanusd SHA-3 oTHocuTCS K:

a) CUMMETpPUYHBIM aIrOpUTMaAM

b) [IpoTokonam muppoBaHUs

+ ¢) Kpunrorpagpunueckum xem-GgyHKIuAM

d) Anropurmam nudpoBoii moamucH

Kaxkoit airoput™ cTOKHH K aTakaM KBAHTOBOT0 KOMIIbIOTepa?

a) RSA

b) ECC

+ ¢) Crystals-Kyber

d) Diffie-Hellman

Kakoii Tun ys3BuMocTH Hanbosee akTyajieH sl KJIIACCUUECKUX KPUITOCUCTEM IPH MOSBIECHUN
KBAHTOBBIX BBIYNCICHUN?

a) SQL-uubeKIus

+ b) Kpunroanayims ¢ ucnoJib30BaHHEeM KBAHTOBOI0 KOMIIbIOTEPA
c) XSS

d) bydepnslit nepenonnenue

K kaxomy kiaccy otHocutcs kpunrocucreMa McEliece?

a) Xem-pyHKIUN

b) AnropuT™Mbl Ha OCHOBE (DaKTOPHU3ALUU

+ ¢) KonoBblie kpunrocucremMmbl

d) CumMmeTpuYHbIE aNTOPUTMBI

Yro sBNsSETCS OCHOBHOM 3a/1a4el aropuTMa u@poBoi moanucu?

a) [lludpoanue qaHHBIX

+ b) IIpoBepka NOAIMHHOCTH U LEJOCTHOCTH JaHHBIX

c¢) CxaTtue JaHHBIX

d) 3ammra ot BUpycoB

Kaxoit u3 anropuTMoB He SIBISETCS MOCTKBAHTOBBIM?

a) Kyber

+ b) RSA

¢) Dilithium

d) SPHINCS+

Kakoii kpuntorpapuueckuii MeTos1 o0ecrieYrBaeT ABYCTOPOHHIOI CEKPETHOCTD TIPH Iepeaue
NAHHEIX?

+ a) [Iporokoa AundpPpu—Xenamana

b) Xem-pyHkuus



¢) DIeKTpOoHHAs OANKCH
d) DES

TunoBoi BApUAHT 3aJaHUS HA KOHTPOJIbHYI0 padoTy
Yacrts 1. Teopernyeckasi (0TBETUTh MUCHLbMEHHO HA 3 M3 5 BONIPOCOB 10 BHIOOPY)

1. CpaBHHTE OCHOBHBIE CAMMETPUYHBIC U ACUMMETPUYHBIE AJITOPUTMBI IN(POBAHUS 110 IPHHLIUIIAM
JIEHCTBHSI, CKOPOCTH U YCTOMYMBOCTH K B3JIOMY.

2. OOBbsACHUTE KpUNTOTpaQUUECKUE PUCKH, CBS3aHHBIC C MOSIBIICHUEM KBAaHTOBBIX KOMIBbIOTEpOB. Kakue
AJITOPUTMBI 1O YTPO30i?

3. [aiite ompenenenue mocTKBaHTOBON Kpunrorpaduu. HazoBuTe n KpaTko oxapakTepusynrte 2—3
COBPEMEHHBIX IIOCTKBAHTOBBIX AITOPUTMA.
4. Yro Takoe Kpunrorpaduyeckas xem-pyHkius? KakoBbl e€ 0CHOBHbIE CBOHCTBA?

5. B uém coctouT npuHIun padoTel anropurMa iudpoBoit noanucu? Kakue yrpossl oH HelTpanu3yer?

Yacts 2. [IpakTHyeckasn
Bribepure 0HO 13 3aaHUIA ¥ BHITIOJIHHUTE €TO:
Bapuant A (TeopeTHKo-aHATUTHYECKHH):
[IpoBennTe cpaBHUTENbHBIN aHAIU3 CIAEAYIOLIUX AITOPUTMOB:
e RSA (acummeTrpuuHBIii, ycTapeBarouuii);
e Crystals-Kyber (mocTKBaHTOBBIN);
e AES (cuMMeTpUYHBIN).
CpaBHHTE HX:
e 10 00JacCTU NPUMEHEHUS;
e ANTOPUTMHUYECKOUN CTOMKOCTH;
e YCTOWYMBOCTU K KBAaHTOBBIM aTakam;
e CKOpOCTHU M PECYpPCO3aTPATHOCTH.

Odopmure BbIBOJ B TabmuIle + kpatkoe nosicienue (1-2 a63ama).

Bapuant b (NIpakTHKO-NIPUKJIAIHOM):

C nomousto 6ubanorexu [Python cryptography, PyCryptodome unu ananornyHoii| peanusyire:
e Illudposanue u nemudpoBaHue CTPOKH ¢ MomMolIbio anroputma AES.
e Mopenupoanue nudposoit noanuck (ncnons3yite RSA nmu Ed25519).

o CdopmynupyiiTe, Kakue yI3BUMOCTH MOTYT BOSHUKHYTb IIPH Mepeaaue 3alu(ppoBaHHbIX JaHHBIX Yepe3
HE3alUIIEHHBIM KaHall M KaK UX MOKHO MUHUMH3UPOBATh C YU4ETOM TpeOOBaHMI MOCTKBAHTOBOM
0€30I1aCHOCTH.



JK3aMeHAUMOHHbIE BONPOCHI MO0 TUCIUIIHHE
1. IlonsTue kpunrorpadguu u e€ posib B o0ecrnedeHuu HH(OOPMaIMOHHON 0€30MacHOCTH.
2. Knmaccudukamus kpuntorpaguaecKux METOI0B: CHMMETPUYHBIC, ACHMMETPUYHBIC, XCIIT-
GbyHKIUH.
3. CoBpeMeHHBIC yTPO3bl KPUNTOTPAPUH: BIUSHHUE KBAHTOBBIX BBIUACICHUH.
4. Tlpunuun paboThl CAMMETPHUYHBIX alTOPUTMOB IH(ppoBanus (Ha nmpumepe AES,
ChaCha20).
OcHoBbI acummeTpuuHO# Kpunitorpaduu: anroputMmbl RSA, ElGamal, Diffie-Hellman.
[Tpumenenue xeur-QyHKIui B KpunTorpaduu: CBONCTBA U yCTOWYUBOCTD.

MaTteMaTnyeckre OCHOBBI KpUNITOrpaduu: MOyJIbHASL apu(PMETHKA, TIOJISA, PEIIETKH.

o N o O

KBanToBsie anroputmsl llopa u ['poBepa: ux BiusiHUE Ha 0€30MaCHOCTh COBPEMEHHBIX

CHCTEM.

9. INoctkBanToBas Kpunrorpadus: ey, 3a71a91 U TOIXOIbI.

10.0630p punamctoB kounkypca NIST 1o mocTkBaHTOBOM KpUnTorpaduu.

11.PeméTrko-opuentupoBanHbie anroputmel: Kyber, Saber, NTRU — oco6ennocTH 1
pPUMEHEHHE.

12 . Kpunrorpadus nHa ocHoBe koa0B: McEliece, BIKE — npuniumsl paboThl.

13.MynsruBapuantasie u xem-noanucu: SPHINCS+, Picnic u ux ocob6eHHOCTH.

14.TIpenMyiiecTBa U HEOCTATKH MMOCTKBAHTOBBIX AITOPUTMOB B CPABHEHHH C
KJIACCUYECKUMHU.

15.be3onacHOCTh HU(PPOBBIX MOAMUCEN B YCIOBUAX KBAHTOBOM yTPO3BI.

16.ITpaktnueckoe npumenenue PQ-anropurmor B VPN, TLS, SSH.

17.00630p 6ubaMOTEK M MHCTPYMEHTOB 17151 padoThl ¢ PQC (Hanpumep, libogs, pqcrypto).

18.0OcHoBBI Hcnoab30BaHus PQ-anropuTMoB B MPOTOKOJIAX OOMEHA KITFOYaMHU.

19.Dopmatsl 1 00bEMBI KITFOUEH B TOCTKBAHTOBBIX aJrOPUTMaXx: MPoOIeMbl COBMECTUMOCTH.

20.1IpuHuuMIbBI Nepexoaa opranu3anui Ha KpunTorpadguio, CTOMKYIO0 K KBAHTOBBIM aTaKaM.

21.YTpo3sl TIpHU peanu3aiiyi KPUNTOrpaQUIecKuX alrOPUTMOB: TTOOOYHBIC KaHAIBI, OTUOKH
peayii3aluu.

22.AyauT ¥ TECTUPOBAHUE KPUNITOTpaUUECKUX MPOTOKOJIOB.

23.OTtanbl BHepeHus kpunrorpaduueckoi 3amuthl B UC: 0T mpoekTrupoBanus 110

KOHTPOJIS.

24 TlpuMep UHTErpaly MOCTKBAHTOBBIX AJITOPUTMOB B CYILIECTBYIOIIYIO CUCTEMY (KEHCHI).



25.ITpumenenne PQC B 31€KTPOHHBIX MOAMNKCIX U JOKYMEHTOOOOpPOTE.

26.ITpo6eMbl cTaHaAPTU3ALNMN U MEXTYHAPOIHOM KoopauHanuu B oosactu PQC.

27 .Ilpumep aTaku Ha KJIACCUYECKHUI alTOPUTM U yCTOMYMBOCThH aHAIOTUYHOTO PQ-pemenust.
28.00630p HOBBIX IPOTOKOJIOB U apXUTEKTYp, afanTupoBaHHbIX nog PQC.

29.0THUYecKue U MPaBOBbIE ACMIEKTHI BHEPEHUSI HOBBIX KPUITOrpahUUECKUX CTAaHAAPTOB.
30.IlepciekTHBBI pa3BUTUS KpUOTOrpaduy B YCIOBUIX MAacCOBOTO MOSIBJICHHSI KBAHTOBBIX

BBIYUCIICHUIA.

Tunosasi 1adbopaTopHasi pa6oTa no JUCHUNJINHE '

Jlaboparopnasi padora Nel

Tema: OCHOBBI CHMMETPHUYHOI0 IIM(PPOBAHUSA M UCIOJIb30BaHMe ajropurma AES

ean padoThi:

[To3HAaKOMUTBCS ¢ MPUHIMIIAMUA CUMMETPUYHOTO MU(PPOBaHNUS, HAYYUThCS HCIONb30BaTh anroput™m AES ans
mupoBaHus U e PPOBAHUS TaHHBIX.

3apaum:
e U3yuuTh CTpYKTYpYy U OCHOBHBIE XapakTepucTuku anroputma AES.
e OcBouth paboty ¢ kpunrorpapuueckumu oudnnorekamu (Hampumep, PyCryptodome st Python).
e Hayuurtbcs peanuzoBbiBaTh mK(poBaHKe U Jemn(pOBaHUE CTPOK.

e TloHATH BaXXHOCTH IPABUIILHOTO BHIOOpA KITIOYA U peKUMa pabOTHI.

O6opynoBanue u I1O:
e IlepcoHanbHBINM KOMIBIOTEP C yCTaHOBJIEHHBIM Python 3.x
o VYcranosnenHas 6ubanoreka PyCryptodome (yctanoBka: pip install pycryptodome)

o Texcroslii penaktop unu IDE (manpumep, VS Code, PyCharm)

Xon padoThI:
1. Teopernueckuii 0/10K:
o Kparko usyunre anroputm AES (610K, kiaroun, pexxumsl mudposanus CBC, ECB u 1.1.).
o OOspscHHTE, MOYEMY CUMMETPHUYHOE MK (pOBaHUE OBICTPEE ACUMMETPUYHOTO.
2. IlpakTHyeckasi 4acTh:
python
KonuposarsPenakruposats

from Crypto.Cipher import AES



from Crypto.Random import get_random_bytes

from Crypto.Util.Padding import pad, unpad

# Kirou noikeH ObITh 16, 24 nnu 32 Oaiita

key = get_random_bytes(16)

# lcxonHoe cooOiieHue

data = b'Hello, post-quantum cryptography!'

# Coznmaem mudparop B pesxxume CBC
cipher = AES.new(key, AES.MODE_CBC)

# lndpyem c nobaBIeHUEM MaIMHTA

ciphertext = cipher.encrypt(pad(data, AES.block_size))

print("3ammdpposannsie nanusie:”, ciphertext.hex())

# Jlna pacumdpoBkr Ham HyXeH [V (BEKTOp WHUIIHATN3ALIIIN)

Iv = cipher.iv

# Coznmaem nermudpaTop
decipher = AES.new(key, AES.MODE_CBC, iv)

# PacmmdpoBbiBaeM C yajaeHUEM NaAnHTa

plaintext = unpad(decipher.decrypt(ciphertext), AES.block_size)

print("PacmmdpoBannsie nannbie:", plaintext.decode())

3.

AHa/u3 pe3yJbTaTOB:
[TpoBepbTe, uTo pacmmdppoBaHHbBIE TaHHBIC COBMAIAIOT C UCXOIHBIMHU.
OO0cynuTe poib KJtoYa U BEKTOpa MHULMATU3ALIH.

Kaxkne yrpo3sl MOryT BO3HUKHYTh ITPH IOBTOPHOM MCIOJIb30BaHUM Kiro4ua wiu [V?

Bomnpocs! a1 camonpoBepku:

1
2
3.
4

Yro Takoe CUMMETPHYHOE MH(POBAHUE U B UEM €T0 OTIUYHE OT ACHMMETPUYHOT0?
Kakue pexumbl pabotsl AES CyIiecTByIOT U 4eM OHU OTJINYAI0TCA?
[Touemy HETB35 UCTIONB30BATh OAMHAKOBBIA BEKTOP MHUIIUATU3AIMH JUIs Pa3HbIX COOOIICHUH?

KaxkoBa mmmnaa xiroua AES u xak 510 BiusieT Ha 0€30I1aCHOCTE?



OT1uéT mo J1aboparopHoii padore:

B oruére ykaxure:

Llenp 1 3a1a4n pabOTHI.

Kparkue teopernueckue cegenus no AES.
Koz nporpammbl ¢ KOMMEHTapUSIMHU.
Pe3ynbrathl paboThl U UX aHAJIH3.

OTBeTH Ha BOIIPOCHI JIsI CAMOIIPOBCPKH.



